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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Makamoto
satoshin@gmx. com
www_bitcoin.org

Abstract. A purcly peer-to-peer version of electromic cash would allow online
payments to be sent directly from ome party to another withoat goang through o
financial institution.  Dhigital signatures provide part of the solution, but the main
benefits are lost if a trusted third party 15 =till required o prevent double-spending,
We propose a solution to the double-spending problem using a peer-to-peer network.
The network bmestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof~of-work. The longest chain not only serves as proof of the sequence of
events wilnessed, but proof that it came from the larpest pool of CPU power. As
long as a majority of CPL power i1s controlled by nodes that are not cooperating to
attack the network, they'll gencrate the longest chain and outpace attackers. The
network itselfl requires mimimal structure. Messages are broadeast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone,

1.

Commerce on the Internet has come o rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model
Completely non-reversible transactions are not really possible, since financial institutions cannot
avold mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casnal transactions,
and there is a broader cost in the loss of ability 0 make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncenainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.
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GPT(General Purpose Technology)
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Some of the Largest Seizures of Counterfeit Drugs

— BRUSSELS, BELGIUM DUBAIL U.A.E. HEMNAN PROVINCE, CHINA SHANGHAI CHINA
October 2008 September 2007 September 2005 MNovember 2011
More than 2 million units More than S million units 440,000 units 840,000 units
Painkillers, antimalaria Treatments for erectile Treatments for erectile Treatments for erectile
treatments dysfunction, sleeping pills dysfunction, cholesterol dysfunction
UNITED KiNGDOM ASHDOD, ISRAEL
2007 Nowvember 2010 |
1.12 million units 230,000 units o HARYAMNA, INDILA T GUANGZHOU, CHINA
Treatments for Treatments for May 2011 . May 2011
psyvchosis, blood clots, weight loss 250,000 units 5.9 million units
prostate cancer Cough tablets Treatments for erectile

dysfunctiomn

Details of the Angola Seizure
Fake malaria drugs were hidden in

June 2012 d loudspeakers in Guangzhou, China,
332.2 million dosage units. | then loaded onto a freight ship to CHINA
Antimalaria Angola. The drugs were seized at
P e } the Port of Luanda. Guangzhou

Luanda o
AMNGOLA

Sources: Pharmaceutical Security Institute; UL K.%s Medicines and Healthcare Products
Regulatory Agency; U.S. Food and Drug Administration; The United States
Pharmacopeial Convention Inc.; Chinese state media

Renée Rigdon and Angela Calderon/The Wall-Streat Journal

Note: Route is approximate

=X : FarmaTrust 12817¥, 2017
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What products are targeted?

Seizures of counterfeit and pirated goods
Top industries by Harmonised System (HS) codes (2014, 2015 and 2016)

FootWear (64)
Clothing, kaitted or cracheted {61)

Articles of [eather (42)

Electrical machinery |
and equipment (85)

Watches(91) f

Perfumery and cosmetics
Toys (95 (R
Jewellety (71)
Pharmaceutical products (30)
Headgear (65)
0% 5%

4 -TRENDS INTRADE IN COUNTERFEIT AND PIRATED GOODS

=X : Trends in Trade in Counterfeit and Pirated Goods in 2019 by OECD
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Buyer & Seller ERPs works in silo
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Most collaboration is through paperwork (pdf).
No interoperability. No trust. No Automation
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THE BLOCKCHAIN
AND DIAMONDS

By providing proof

of custody,
blockchain
technology helps
fight fraud and
prevents the sale of
diamonds from
conflict zones.

The stolen diamond

c e resold
without its true identity
and provenance being
revealed.

9. If the diam
the theft is

Source Roland Berger
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Blockchain based gparamp ERP Gateway
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Purpose built state mchine and ledger structurs, customized for cowerce
Full trusted, serure & democrutised. Interopersble with any BAP
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B2B commerce involves more parties

Multiple parties can
collaborate and interoperate on
the same network for a single

commexce transaction
SELLER

Permissioned public network,
secured by end to end
encryption, no cryptocurrency
invelved
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